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Title: 

Policy: 

ITSD106 - IT ACCESS CONTROL 

Company sha\1 control access to its information to help ensure its 
confidentiality and integrity. 

Purpose: prevent unauthorized access to or use of Company information, to 
ensure its security, integrity, and availability to appropriate 

Scope: This applies to Company information and to storage and access 
methods. 

Responsibllities: 
The Human Resources Manager is for reviewing requirements 
for access (with IT Management) and Access Control Plan user training. 

Management is for reviewing access requirements, 
convening the Security Review Committee to review the Plan, and 
verifying updates to the Plan. 
The IT Security Manager is for developing an Access Control 
Plan, presenting the Plan to the Security Review Committee for review, 
communicating the Plan to Human Resources, monitoring the Plan, 
revising the Plan, as needed, and enforcing the Plan. 
The Security Review Committee is for reviewing and 
approving the Plan. 

Users are for knowing and following the Plan. 
Definitions: Access control - Enforcement of specified authorization rules based on 

positive identification of users and the systems or data they are permitted 
to access (or, providing access to authorized users while denying access to 
unauthorized users). 

Procedure: 

PLANNING IT ACCESS CONTROL 
1.1 

1.2 

Ma~agement shal l, with the assistance of the Human Resources Manager, 
aetermine and evaluate the Company's pos ition requirements for information 
ccess. 

The IT S · cont 
I 

ecurtty Manager shall determine the Company's state ofaccess 
10 develop baseline for the Access Control Plan. 

Based fi d . an tn tngs related to 1. 1 and 1.2, The JT Security Manager sha\l develop 
revis~cess Contro l Plan and submit it to IT Management for review and 
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1.4 

1.5 

2.0 
2.1 

2.2 

3.0 
3. 1 

3.2 

3.3 

3.4 

4.0 
4 .1 

4.2 

lT Ma11agement shall convene the Security Review Com • . m1ttee (s PLAN) for rev1ew and final approval of the 
ccess Control - li 

The IT Security Manager sha ll communicate the Plan to th Plan. 
sha ll for training users on the Plan. R Manager, Who 

IT ACCESS CONTROL PLAN 
The Access Control Plan shall contain the following at m· · , in1mum: 
• Business requirements for access regulation; 

• Rules for managing user access; 

• User responsibility guidelines; 

• Access control and operating systems; 

• Access control and applications; and 

• Monitoring user access. 

The Security Manager shall for enforcing the Access Control 
Plan. 

ACCESS CONTROL PLAN REVlEW 
The IT Security Manager shall monitor the Plan systems, databases, etc., 
being used appropriately the right people) reviewing access logs, security 
logs, etc., on periodic basis week is recommended). Findings ofsuch 
reviews shall reported to the Security Review Committee for its review and 

action. 
The Security Review Committee shall periodically (annually, at minimum) 
review the Access Control Plan for and applicabi lity to Company and 
legal/ regulatory requirements. 
The SRC shall periodically every two years, at minimum) authorize d 
third-party review of the Plan, to verify its conformance with requirements an 

10 

help evaluate the Plan 's effectiveness. 
· d to revise the Based any findings the IT Security Manager may require . ' · Rev1ew Plan. revision ofthe Plan shall submitted to the Security 

Committee for its review and approval. 
IT ACCESS CONTROL PLAN UPDA 11 . Manager sha 
After revis ion ofthe Access Control Plan, the Security h HR 
· · · h ised Plan to t 1he 1mplement requ1red updates and commun1cate t rev . loyees 
Manager. T he HR Manager shall for instructing ernp 
revised Plan. 

Control Plan, . . 
Within ten ( 1 business days of update to the Access d nd is prov1ding 
Management shall verify that the update has implemente 
the desired results. 

----(ort4 
--------------------------~' 201•· 
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Resources: 
Microsoft's "<?verview of Access Co

1
ntrol", foun~ at, . . . 

h ·i/\VW\V W 1ndo\vs1 XP/al 
h!ill· 'd . . / \ 1' ' d 0 \VS1'X P/a//lreskit/cn-
;;{pi·dd scc 

Australian Government Department of Defence, Defence Signals Directorate -
lnformation System Review Checklist, 2005. 
(litrp://,v\VW .clsd.gov.au/1 System Reviev.' Cl1eck I ist 

l .pdt) 

References: 
INFORMATION TECHNOLOGY- CODE OF 

PRACTICE FOR INFORMA TION SECURITY MANAGEMENT, CLAUSE 
9 (ACCESS CONTROL) 
This ISO Standard is designed to provide comprehensive set of controls 
comprising best practices in information security. 

IEEE PORT-BASED NETWORK ACCESS CONTROL 
STANDARD 
This IEEE standard is designed to enhance security of wireless local area 
networks the IEEE 802. 11 standard. 802.1 provides an authentication 
framework for wireless LANs which a llows user to authenticated central 
authority. 

IEEE SPECIAL PUBLICA TION 802.12 - AN INTRODUCTION 
COMPUTER SECURITY- NIST HANDBOOK 
Chapter Ten ofthis deals with personnel and user issues. Sections 
.1 (position defin ition) and J 0. 1 .2 (position sensitivity) mention couple of 
•mportant access control issues, least privilege and position duties. The 

recommends that users granted only the minimum accesses they 
need to perform their official duties, and that knowledge ofthe duties and access 
leve(s_t~at particular position wi ll require is necessary for determining the 
sens itivity of the position. 

i~ de_tail, v(sit .. . 
!.!iill.;.! /csi l ,., /800- l lrmdex.htm 1. 
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ITSD106-1 - IT ACCESS CONTROL PLAN 

\,0 

2.0 
2. 1 

2.2 

. Rcquircments For Regulating Acccss 
IT user shall unique identifier and system password 

Ev~ry d See 106-4 - USER ACCOUNT CONVENT/ONS for ass1g11e . 

Th shall system in place for authorizing users 
er 1· · d t the log in point. ccess to ases, etc., once 

person is in the system must controlled. 
Each user shall g iven access to IT resources based pos ition and 
department. Users shall give~ t_he fewes~ p~ivileges needed to perform 
their duties, as spe lled out tn the1r JOb 

d. User activity shall monitored frequently and reviewed for unusual, 
unauthorized, illegal activity; current pe riods of inactivity, etc. 
User access may suspended fo r: 
• number of consecutive fai led logon attempts; 

• or illegal activity; or 

• extended period of account inactivity. 
Account suspension shall conducted in accordance with ITSD 11 - IT 
INCIDENT HANDLING. 

f. AII users shall made aware ofaccess control policy and procedures. 
Users sha ll sign statement to that effect and record ofthat statement 
shall kept the Human Resources Department. 

• AII users shall review access control policy an annual basis and shall 
sign statement to the effect that they have reviewed the policy. 

Management Of User Acccss 
Users shall formally registered at the time oftheir employment with the 
Company. Users shall reregistered upon changingjobs within the company 
3nd deleted/unregistered upon leaving the or after specific period 

days, for example) of inactivity. 

~ccess to Company information shall granted need-to-know basis . 
d s~rs shall authorized according to minimum access requirements for their 
muties. Access may "read only", " read/write", or "full access" and users 

may not g iven administrative privileges for their computers and for 
ertain data. 

Control - a lso see ITSD 106-4 - USER ACCOUNT 
VENTIONS . 

• Passwords . must e1ght (8) characters o r in length. 

.. ccc:ss Control 
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2.4 

3.0 
3.1 

3.2 

3.3 

4.0 
4.1 

4.2 

4.3 

4.4 

• 

• 
• 

• 

• 

• 

'Zllia"uaJ 
Passwords 111ust contain of alphabetic . l.:Orii 
special characters. ' nurneric, and/or 

Default passwords must changed upon initial \ogin . 

Users shall change their passwords at least every sixty 
password has not been changed in that time, password cha~ays_ Ifa user 
forced the L1ser and t\1e user shall notified ofthe def: 1 ge shall 

used at the next login. au t password 10 

Passwords shall not reused consecutively. There should 
place to keep password history and prevent password reus SySlem in 
cycles (four or n10re is reco111mended). several 

Accounts shall automatically suspended upon three (3) cons . . ecut1ve 
fa1led logon anempts. Users shall apply to the Security Manager for 
password reset. 

Systems shall identify and authenticate users before granting access . 

The Security Manager sl1a ll review a ll users' access rights/privileges 
regular basis (every 90 days, at minimum). 

Responsibllities 
Users must secure their equipment if it is to unanended for any length of 
time. Screen locks should automatically activate after 15 minutes of inactivity 
(users may set screen locks to activate sooner and they should allowed to 
activate screen locks im111ediately, if desired). 
Users shall have direct access only to services and information that they have 
been specifically authorized to use. Unless expressly authorized, access to all 

and services is denied. The IT Security Manager shall maintain an 
access control database for that purpose - see ITSD 106-2 - USER ACCESS 
CONTROL DATABASE for guidance. 
All to (i.e., resources way ofihe

1 Company network shall restricted to authorized users. Users shall 
for permission to access external resources and access shall authorized on 
case-by-case basis. 
Operating Systems Access Control 

d h . ed users (for Access to operating systems shall limited to truste , aut oriz 
example, Tech staff). . 

. d cess opera11ng Only authorized sha ll autho rize to 
systems and utilities outside of normal business hours. 

1 
gs 

• • • 1 ed and such 
Access to operating systems and re\ated ut1l1t1es sha ll ogg S curity 
shal\ reviewed periodically (weekly, at minimum) thMe 1 /ernent . . - t anao Manager, who shall unusual or suspect act1v1ty 0 

. ft 15 minutes of Operating systems connections shall term111ated 
inactivity. -----r'i4 

~e60I'. 
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5_1 
5.2 

5.3 

5.4 

6.0 
6.1 

6.2 

6.3 

t o applications shall l imited to 
to a pplica tion s shall limited to business with 

. 
except1ons. 

1- t ·on access shall logged and those logs shall IT 
~::,~nt whose developing, 

Depa . - h 1· · installing, and mainta1n1ng t 1cat1ons. 
Connections to applications should 
of inactivity ( 15 

Syste.-n Access/Use 
oraccess and use of"any IT shall automatically logged . 

ITSDl06-3 - ACCESS CONTROL LOG may used guidance. 
Access logs shall in with legal and 

The IT sha/1 (once week is 
access logs and status to IT Management. 

- ;-;;°c~;;i;~.----------------------------------~---------ccess 
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