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ITSD108 - IT INCIDENT HANDLING 

promptly report, investigate, and resolve all incidents that or may 
threat to secure and effective IT operations and the network. 

detail policy and procedure for reporting any actual suspected IT 
security incident; to address security issues related to the safety, 
confidentiality, availabllity, and integrity of information maintained the 
Company's systems. 

This policy applies to all Company remote data terminal sites, desktop and 
computers, data centers, and telecommunications facilities, as 

well as all data, software, hardware and personnel involved in information 
technologies. 

Responsi 
The lncident Response Handling Team is for investigating 
actual suspected incidents, resolving such incidents, and reporting 
incident responses. 

The Help Desk (Support Center) is for reporting potential 
security incidents to the IT Security Manager. 

The Human Resources Manager is for facilitating training of 
the lncident Response Team. 
IT Management is for reviewing the lncident, reports, and 
their handling. 

The Security Manager is for developing the lncident 
Handling Plan, building lncident Response Team, assigning incidents 
to the IRT for resolution, reporting incidents and responses to the Security 
Review Committee, and updating the lncident Handling Plan, as 
needed. 
The Security Review Committee is for periodic review and 
updates and final approval of Incident Handling. The committee 
should consist of the Security Manager, Management, Human 
Resources Manager, and member of the Support Center. 

Definitions: security incident - An actual or suspected occurrence of unauthorized 
(intentional unintentional) use, loss, disclosure, modification, 
destruction of IT hardware, software, information. 
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1 . .. s Proccd11rcs, ar1d Forms Comp111er & Ne11vork • 

Procedure: 
IT JNCIDENT HANDLING PREPARA TION 1.0 
Th Security Manager s/1all gather informatio11 from 0utsid 

1.1 · ( Add" · esour . d try star1dards and best pract1ces see Resource ces on 11-rn us I h , . . s and R ,. , . der to revie"v and ana yze t ompany s ex1sting method e,eren rn or s of deai· Ces) 
IT incidents. rng With 
Th Security Manager sha/1 present observatio11s and findin 1 .2 d I gs to tl1 S Revie\v Committee for comment approva . ecurity 

/ .3 The lT Security Manager sl1all identHify,dre
1
_cruiTt, and train technica/ suppo 

personnel for an lncident Response an 111g eam. rt 

• Minimum ski/1 / experience requirements for Team members h 1 s I 

• The fncident Response Handling sha/1 receive training as 
·11 . Th lT S . needed to meet or exceed sk1 requ1rements. Manager shall d . 

d · . . 1 h training requirements an arrange tra111ing w1t 1 t Human Resources 
Manager. 

2.0 /NC/DENT HANDLING 
2.1 employee who has evide11ce of security incident occurring or sus . . . pects 

such ai1 111c1dent have occurred sha/1 not1fy the Desk in accordan 
d 

. 
with 102 lT SUPPORT ENTER an assrgn an lncident 1D or 
Ticket Number in the 102-1 - SUPPORT LOG. 

2.2 The Desk contact sha/1 lTSD 108-1 - lT lNCIDENT REPORT and 
submit it to the lT Manager to begin the investigation. 

2.3 

2.4 

2.5 

2.6 

The IT Manager shall evaluate the information contained on lTSD 108-1, 
determine the potential for loss and t/1e risk to the Company (in accordance \vith 
ITSD l l - lT THREA ASSESSMENT), and assign the incident to the lncident 
Response Handling 

The lncident Response Handling Team sha/1 survey the incident scene, determine 
what information will needed to evaluate the incident (logs, audit trails, etc.), 
and preserve and document evidence. The IRT shall examine and organize the 
evidence to facilitate analysis and reporting. 
The Incident Response Handlina Team shall analyze the incident evidence, 
develop and test hypotheses reg:rding the develop set of findings 
conclusions, and resolve the incident. 
Th I "d fi 11 postmortem ent Response Handling Team shou/d perform ow-up d 

1 • ft · · restore 10 
ana ys,s, er ar1 mc1dent has been fully handled and all systems nd 

1 . . . 1 t taken norma mode of The Team should d1scuss t w d'fi d if 
the lessons learned. AII procedures should evaluated mo I ie ' 
necessary. on-line copies of infected fi/es, worm code, etc., should 
removed from the system(s). 

m~~-;:;;-;-:--:---:-:-~-----------------~ lncident 
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Ne1,vor 

urer &, 
coJIIP h ld report its findings on the ITSD 108-1 - IT INCIDENT 

The 5 0
~ 2) and then send it to the IT Manager for review 

1 poRT (par 
7,. RE eNT HANDLING REVIEW 

tT tN;:anaaer sha/1 review lncident Reports to ensure incidents are handled 
The 1 m;nner, users are satisfied with the results, and that the Company 

J. I in tected from harm. Lessons learned, recommendations and 
asset~ ar~ pr~hould presented to the Security Review Committee for 
defic1enc1es 
discussion. 

"ty Review Committee sha/1 review the IT lncident findings 
J.2 The s~cu~asis to determine if lncident Response Handling and the company's 

recur~,ng stems continue to meet Company requirements. 
secur1ty sy 

review ofthe IT lncident Handling, the IT Manager sha/1 any . 
J.3 for appropriate changes. 

dditional Resources: 
W t-Brown, Moira J., and others, Handbook For Computer Security Incident 
R es nse Teams (CSIRTs). Software Engineering Institute, Camegie Mellon espo nd •• 
University (2 2003) - see . • 

FIRST, The Forum of Incident Response and Security Teams 
Q:ittp://,.,1,,.,\V. 
Jnternet Fraud Complaint Center (IFCC), partnership between the Federal 
Bureau of Investigation (FBI) and the National White Collar Crime Center 

see 

D. Brownlee, N., and Guttman, Expectations For Computer Security Incident 
Response (RFC 2350 - 21 ), The Jntemet Society, June, 1998. 

NIST Specia/ #800-66, Jntroductory Resource Guide For 
Implementing The HIPAA Security Rule, National Institute Of Standards And 
Technology, March, 2005. 

ISOIIEC 17799:2005 - INFORMA TECHNOLOGY - CODE OF 
FOR INFORMA SECURITY MANAGEMENT, CLAUSE 

(RESPONDING SECURITY INCIDENTS AND MALFUNCTIONS) 
!his ISO Standard general guidelines and principles for initiating, 
1~PI_ementing, maintaining, and improving inforrnation security management 
withm an organization. Clause 6.3 specifically addresses security incident 
reporting, Iearning from incidents, and disciplinary action. 

______________________ 
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